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CRITERIA FOR EVALUATION OF EFFICIENCY
OF REMOTE ADMINISTRATION SOFTWARE

Summary. The work is devoted to solving the problem of evaluating the effectiveness of remote admin-
istration software (PZVA) according to certain criteria. The concept of efficiency of PZVA is revealed in
the work, criteria of efficiency of software, actions and means for their development and use are defined.
Efficiency means the ability of software to provide appropriateper formance depending on the number of
computingre sources used in the established conditions. Resources may in clude other software, software
and hardware configuration of the system and materials. It is noted that efficiency includes a number
of characteristics such as time behavior, resource use, and efficiency matching. The advantages of the
above-mentioned criteria for evaluating the ELV and their disadvantages that reduce the objectivity of the
evaluation of the effectiveness of the software are identified. Another important criterion is also analyz-
ed — the security of the remote administration software. Due to the ever-increasing number of attacks on
local area networks, new vulnerabilities in the software are constantly being discovered and, as a result, a
new type of attack is emerging. The risks associated with insufficient connection security are considered.
In addition, a huge disadvantage of using remote access programs is the defection of the perimeter of the
local network. And in this regard, with the incompetent use of such software there is a risk of attackers
using remote access programs. Thus, the criteria for the effectiveness of remote administration software
are defined in the paper. This will allow to effectively evaluate remote administration software according
to certain criteria, increase their quality and reliability, at the stage of system design and development to
select software.
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Kysuemos /1.B.
KuiBcbkuit HAIlOHAJIBLHUMN YHIBEPCUTET TEXHOJIOTIH Ta TU3ANHY

3axaposa M.B.

YepracbKuii AepiKaBHUN Ol3HeC-KOJIEIK

JIrora M.B.

KuiBchruil HAITIOHAJIBHAA YHIBEPCUTET TEXHOJIOTIN Ta TU3aNHY

KPUTEPIi OI[ITHKA EOEKTUBHOCTI IPOTPAMHUX 3ACOBIB
BIITAJIEHOTO AJIMIHICTPYBAHHS

AnoTtania. Pobora npucBsyeHa BUPINIEHHIO IPO0JIeMH OLIHKN e(DeKTUBHOCTI IPOrpaMHUX 3ac001B Biggaie-
HOTO a,I[MiHiCprBaHHH (IT3BA) 3a neBruMu kpurepisimu. B po6ori po3kpuro nousTTsa eperrurrocti [I3BA,
BH3HAYEHO KpUTEpil e(beRTI/IBHOCTl IPOrpaMHUX 3aco0iB, 3axonu Ta 3acobu AJisd ix p03p06RH Ta BUKOPHUCTAH-
Hi. Ilix eheKTUBHICTIO PO3yMIETBCS 34ATHICTH IPOrPAMHUX 3aC00IB 3a6e3IeYUTH BLANOBINHY IPOLYKTHB-
HICTh B 3aJIEKHOCTI BiJl KIJIBKOCTI BUKOPUCTOBYBAHUX O0UMCIIIOBAJIbHUX PECYPCIB B BCTAHOBJIEHUX YMOBAX.
Jlo pecypciB MOKYTDH BIJHOCHUTHCS 1HII IIPOrpaMHi 3acobu, KOHQIrypallis IporpaMHNX 1 amapaTHUX 3aC001B
cucTeMu, MaTepiaiu. BigmiueHo, 1m0 eeKTHBHICTh BKJIOUAE PAL XapaKTEePUCTUK, TAKUX K IIOBEIIHKA B
yacl, BUKOPUCTAHHSA pecypcis 1 BITHOBIAHICTE epexTrBHOCTI. [loBegiHKa B yaci — 1ie 34aTHICTD IIPOrPaMHOTO
3aco6y 3abesrevyBaTH BIANOBLIHI YacH BIATYKY 1 06pOOKH, a TAKOXK NPOIyCKHY 3[aTHICTH IIPY BUKOHAHHI
cBoix (PyHKUIH B 3aflaHUX yMoBaX. BUKopucTaHHs pecypeis — Iie 3AaTHICTD IPOrPaMHOr0 3aC00y BHKOPHCTO-
BYBaTH BIANIOBIIHY KLIBKICTh BCIX THIIB PeCypCiB IPH BUKOHAHHI CBOIX (YHKIIIA B 3a/1aHUX yMOBaX. Binmo-
BIAHICTD e(heKTUBHOCTI — Lie 30aTHICTD IPOrPaMHMX 3aco0lB BIANOBLIATH CTAHLAPTAM 1 yrogaM, OB I3aHIM
3 edexTHBHICTIO. BuadHaueHO MepeBaru BUllleHa3BaHUX KpuTepiiB ominku [I3BA Ta ix Hemosikwm, 10 3HU-
SKYIOTHh 00'€KTUBHICTD OI[IHKY e(PeKTUBHOCTI IPOorpamMHoro 3acody. Taxkox mpoaHasisoBaHO Ie OJUH BaMKJIU-
BHM KpUTEPil — 0Ee3MeYHICTh IIPOrPaMHOTO 3ac00y BLAIAJIEHOT0 aJMIHICTPYBAHHS. Y 3B’SI3KY 3 IIOCTIMHUM
3pPOCTAHHSM YHCJIA aTAK Ha JOKAJbHI Mepeskl, IOCTIMHO BUSBJISIOTHLCSA HOBI BPa3JIMBi MICIS B IIPOrpPaMHO-
My 3a0e3ledyeHHi 1, SK HACJIJIOK, 3'ABJISE€THCS HOBUM BUIJISAM aTak. PO3TJISHYTO PU3UKH, IIOB'I3aHl 3 HEJ0-
CTATHBOK 3AXUINEHICTIO MAKIYeHH. Beandeauum MiHyCOM BUKOPHUCTAHHS IIPOrPaM BiJIaJI€HOTO JIOCTY-
Iy € IOpYIIeHHs IepruMeTpa JOKaJbHOI Mepexki. I B 3B'I3Ky 3 I[uM, IIPU HEBMLJIOMY BI/IRopHCTaHHi TAKOr'0
IPOrPaMHOro 3a0e3IevYeHHs € PH3NK BUKOPHUCTAHHS 3J0BMUCHUKAMY IPOrPaM JJIs BIAJATE€HOTO JOCTYILY.
Takum umHOM, B poGOTI BUSHAYEHO KPUTEpli epeKTHBHOCTI IPOTPAMHHAX 3aCO01B BIIJATE€HOr0 aAMIHICTpPY-
BaHHA. Ile /103BOSHUTD ePeKTHBHO OIIHUTH IPOTPaMHi 3aco0H BiIJAaJI€HOT0 aJMIHICTPYBAHHS 32 IEBHHMHU
KPUTEPISAMH, MIABUIIUTH IX SKICTh Ta HAIINHICTE, HA eTalll IPOeKTYBAHHS Ta PO3POOKU CHUCTEMU 3TIMCHUTH
BUOIp IpoOrpaMHUX 3aco01B.

Kirouosi ciioBa: epeKTUBHICTD, OIIIHKA, IIPOrpaMHIl 3ac00H, BlAgaieHe aaIMIHICTPYBaHHS, KPUTEPIii.
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Formulation of the problem. In today's
world, special attention is paid to the deve-
lopment and using of quality software and their
effective functioning. Solving the problem of as-
sessing the quality and reliability of software for
remote administration according to certain criteria,
the effective choice of software is an urgent task.

Analysis of recent research and publica-
tions modern publications on methods and tools
to ensure the effective functioning of software, in-
sufficient attention is paid to the development and
effective using of software for remote administra-
tion. At the same time, some practical manuals on
software development and using are devoted to rec-
ommendations for the selection of tools according
to certain criteria, but these recommendations are
informal. From the analysis of the modern litera-
ture on software performance evaluation, it is not
entirely clear how to select effective remote admin-
istration software (PZVA), which of the many crite-
ria to choose and how to evaluate the effectiveness
of the PZVA.

Highlighting previously unsolved parts of
the general problem to which the article is de-
voted. When designing effective PZVA of any type,
it is necessary to formulate requirements, develop
methods for determining their effectiveness. There-
fore, it 1s important to reveal the concept of the ef-
fectiveness of PZVA, to define a set of criteria for
effective remote administration software, measures
and tools for their development and using [1, p. 268].

The goal of this work is to determine the cri-
teria for the effectiveness of remote administration
software, which will improve the quality of both the
software itself and the system as a whole.

Presentation of the main material. Efficien-
cy means the ability of software to provide appro-
priate performance depending on the number of
computing resources used in the established condi-
tions. Resources may include other software, soft-
ware and hardware configuration of the system and
materials.

Efficiency includes a number of characteristics
such as time behavior, resource use, and efficiency
matching.

Time behavior is the ability of a software tool to
provide appropriate response and processing times,
as well as when performing its functions under
specified conditions.

Resource utilization is the ability of a software
tool to use the appropriate amount of all types of re-
sources when performing its functions under spec-
ified conditions.

Efficiency compliance is the ability of software to
meet performance standards and agreements. This
characteristic refers primarily not to the properties
of the software, but to the degree of satisfaction in
its development of the provisions of regulations re-
lated to efficiency.

The criterion "behavior in time" determines or
predicts the temporary attributes of the software
(response time, duration of the processing cycle).
The evaluation of temporary attributes is carried
out without taking into account the resource costs
of these attributes. Criteria for the characteristics
of the use of resources measure or predict the use of
resources of the system, part of which is a software
tool, during its operation. Such metrics include, for
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example, memory usage, information transfer us-
age [2, p. 1140]. Evaluation of the use of system
resources is performed without taking into account
the impact of their minimization on the temporary
properties of the software. The following general
shortcomings of the performance criteria listed in
the standards can be identified:

— these standards recommend a small number
of performance criteria compared to the number of
criteria for other characteristics;

— the vast majority of the criteria have differ-
ent physical meaning and are presented in absolute
units (seconds, bytes, bits per second); this compli-
cates their joint use in a comprehensive assessment
of the quality of the software;

— those criteria that are presented in relative
units, do not ensure that their values fall into the
range of 0—1 recommended by the standards, which
also complicates the joint use of criteria in the inte-
grated assessment of software quality;

— for the vast majority of criteria, the following
relationship is valid: the lower the measured value
of the criterion, the higher the value of its effective-
ness; therefore, these criteria do not satisfy such
properties of validity of criteria as correlation, trac-
ing and consistency;

— the criteria measure either the speed or re-
source properties of the aircraft and do not take
into account their mutual influence; thus, the op-
timality (minimization) of the ratio of speed and
resource properties of the software by the existing
criteria is not analyzed and, therefore, remains out-
side the assessment of the characteristics of the ef-
fectiveness of the software within the current qual-
ity model regulated by the standard;

— the criteria do not take into account the inter-
est of the customer (user) in minimizing the ratio of
speed and resource properties of the software.

The above criteria have shortcomings that re-
duce the objectivity of the evaluation of the effec-
tiveness of the software. Currently, the most com-
mon and used multi-level model of software quality,
presented in the set of standards ISO 9126 [3]. The
basis for regulating the quality of systems is the
international standard ISO 9126 "Information
Technology. Software product evaluation. Quality
characteristics and guidance on their application".
This standard describes a multilevel distribution of
software characteristics. At the top level there are
six main characteristics of software quality, each of
which is determined by a set of attributes that have
the appropriate criteria for further evaluation.

According to this model:

— Functionality — a set of properties of the soft-
ware, which is determined by thepresence and spe-
cific features of a set of functions that can meet the
specified or indirect needs of quality, along with its
reliability as a technical system.

— Reliability — the ability of the software to per-
form the required tasks in the specified conditions
for a specified period of time or a specified number
of operations.

— Usability — a set of properties of the software
that characterizes the effort required for its use,
and evaluation of the results of its use by a given
circle of users of the software.

— Efficiency — the ability of the software to pro-
vide the required level of performance in accord-
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ance with the allocated resources, time and other
specified conditions.

— Maintainability — the ease with which the soft-
ware can be analyzed, tested, modified to correct
defects, to implement new requirements, to facili-
tate further maintenance and to adapt to the name
of the environment.

— Portability — a set of properties of the software
that characterizes the In general, if the software
meets all the criteria described above to evaluate
the effectiveness of the software, then it can be con-
sidered effective and safe to use.

In addition to the above criteria, another impor-
tant criterion should be noted — the security of the
remote administration software. Due to the ever-in-
creasing number of attacks on local area networks,
new vulnerabilities in the software are constantly
being discovered and, as a result, a new type of at-
tack is emerging.

In such conditions, the systems responsible for
the security of remote access must be able to with-
stand a variety of attacks, both external and internal,
automated and coordinated attacks. Sometimes the
attack lasts a split second; sometimes the probing of
vu Inerable places is carried out slowly and stretches
for hours, so that the suspicious activity is almost in-
visible. The purpose of attackers can be a violation of
all components of information security — accessibility,
integrity or confidentiality [4, p. 22].

The main threats to network safety include:

— disclosure of confidential information:

— compromising information;

—unauthorized use of resources of the local com-
puter network;

— wrong of its resources;

— unauthorized exchange of information;

— refusal of information;

— denial of service.

Unauthorized access to databases, eavesdrop-
ping on LAN channels, and so on can be a means of
realizing the threat of disclosure of confidential in-
formation. In any case, obtaining information that
1s the property of a person (or group) causes signif-
icant harm to its owners.

Compromise of information is usually carried
out by making unauthorized changes to the data-
base, as a result of which its user is forced to either
abandon it or spend extra effort to detect changes
and restore true information. In the case of using
compromised information, the user may make in-
correct decisions with all the consequences that
follow.

Unauthorized use of local area network resourc-
es, on the one hand, is a means of disclosing or com-
promising information, and on the other — has its
own meaning, because, even without touching user
or system information, can cause some damage to
subscribers or local area network administration.
The amount of losses can vary widely — from re-
duced financial resources to complete failure of the
network.

Wrongly authorized use of local area network
resources can also lead to the destruction, disclo-
sure or compromise of these resources. This threat
is most often the result of errors in the software of
the local area network.

Unauthorized exchange of information between
the subscribers of the local computer network
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may lead to the receipt of information by one of
them, access to which he is prohibited, which in its
consequences 1s equal to the strong disclosure of
information.

Refusal of information consists in non-recogni-
tion by the addressee or sender of this information,
the facts of its receipt or sending. This, in particu-
lar, may serve as a reasoned reason for the rejec-
tion of one of the parties from before supported
agreement (financial, trade, diplomatic, etc.) "tech-
nically", without formally abandoning it, thereby
may cause significant damage to the other party.

Denial of service is a very significant and wide-
spread threat, the source of which is the local com-
puter network itself. Such a refusal is especially
dangerous in situations where a delay in the pro-
vision of network resources to the subscriber can
lead to serious consequences for him. For example,
a subscriber's lack of data needed to make decisions
may be the cause of his irrational or suboptimal ac-
tions.

Many of all attacks on the company's corporate
network from the outside are related to vulnerable
web applications. There may be shortcomings in
the software configuration — for example, primitive
settings of access policies, a simplified algorithm
for registering new users, and the fact that employ-
ees are allowed to use simple passwords to log in.
All this facilitates the task of attackers who seek
to penetrate the internal network of the company,
where commercial information is stored.

Also popular is the exploitation of vulnera-
bilities in protocols and software used for remote
access. Examples: security error in Windows —
in versions 7, Server 2008 and Server 2008 R2 —
known as BlueKeep (code CVE-2019-0708), error
CVE-2019-19781 in Citrix software, vulnerabili-
ty of the Laravel framework (CVE-2018-15133),
as well as a number of vulnerabilities in network
equipment for VPN connections.

Companies that have their own Internet Se-
curity department are more likely to close known
"holes" and bugs. However, even skilled security
professionals are unlikely to protect against ze-
ro-day vulnerabilities. Is it worth talking about the
risks for companies that do not have an Internet
Security Specialist in their staff, and even a basic
software and OS update has not been established.

In addition, a huge disadvantage of using re-
mote access programs is the defection of the perim-
eter of the local network. And in this regard, with
the incompetent use of such software, the risk of
attackers using remote access programs as back-
door criminals to infect the network with viruses or
steal data from public folders.

There are risks jointed with insufficient con-
nection security. Remote access programs have the
ability to use the clipboard.

— There is a possibility that when copying, the
file may be replaced with a malicious one with the
same name and size.

— Risk of losing control over the connection.

— The risk that someone may use your connec-
tion later.

As aresult of the above risks, at best, you can get
an infected system with a Trojan, and at worst — to
get a miner virus or coder, not to mention the stolen
information.
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Conclusions and suggestions. Thus, the cri-
teria for the effectiveness of remote administra-
tion software are defined in the paper. Efficiency
characteristics such as time behavior, resource
utilization, and efficiency matching are also con-
sidered. The criteria for evaluating the effective-
ness according to the model of software quality
considered in the work, the functionality of the
software, its reliability, ease of use of the soft-
ware, efficiency, ease of maintenance and porta-
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bility of the software. This will allow to effectively
evaluate remote administration software accord-
ing to certain criteria, increase their quality and
reliability, at the stage of system design and deve-
lopment to select software. Therefore, the choice
of software for remote administration and access
in general should be approached with maximum
responsibility. Taking into account all the above
criteria for ease of use, efficiency and, most impor-
tantly, the safety of PZVA.
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